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This document is made available to EMX product owners and users for integration purposes. The
information contained in this document is constantly subject to revision.
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The Software Suite Guide provides the procedures and information necessary to use Version 6.9
of the Access Control System with the EMX-DEFENDER. These procedures will guide

you to use the following groups of functions:

e Badging

e Hardware configuration

o Database configuration

¢ Monitoring

e Reporting

¢ Administration

This document is written for two kinds of users. Part 1 is designed for the actual installation of
the Access Control System'’s program, such as security personnel who will be setting up the
system. Part 2 is designed for the administrator who will be configuring and maintaining the
system.

e Network Communication: TCP/IP

e Communication mode: 10Mbps/100Mbps adaptive

e Controller: supports up to four readers for gate/door control

e Controls up to four gates/doors (4 output relays) per controller: controls each gate/door by
e cardin/card out or card in/exit out using exit device

e Controller supports User Memory: up to 20,000 users

e Controller supports Event Buffer: up to 100,000 events

e Controller supports Reader input protocol: wiegand standard 26-bit

e Controller supports up to four wiegand devices

e Controller supports up to four request to exit inputs: push-button, motion sensor, etc
e Controller supports four output relays for door strike and/or magnetic lock (or gate

e operator) control: 2 each 10A, SPDT relays, N/O-Com-N/C

e Controller supports gate/door position input: 2 each SPST relay, N/O, input (10A)

e Power consumption: less than 100mA

e Power consumption of circuit board: TCP communication 225mA (without load)

e Power supply required: 12VDC @ 3A, if using a magnetic lock

e Controller to controller 328" maximum distance: dependent upon the network coverage
e Maximum number of networks: no limit

e Operating Temperature: -32° F to 1490 F (-35° to 65° C)

e Operating Humidity: 10~90% RH Non-Condensing

e Size:6.3"x4.2" (160 x 106 mm
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Part 1 - Setup and Remove Applications

Setup Applications

File Home Share View

s Quick access

&« v P > ThisPC > DataDrive (D:) » V6.9_ACCESS

3

‘s WIN10 PRO x64 (C:) »
DotNetFx20
s DataDrive (D:) » Sp2
Downloads *
Documents »*
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& C1.win.C1
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setup.exe

First download the ‘Controller.zip’ file from our website. Unzip the files and remember where you put
them because you need them later to install the operating software.
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Software Setup

Find in the directory called 'V6.9_ACCESS/, the
program called setupWin7.exe (on computer
running Windows 7 or newer) and run this
program. You will get the windows screen right of
this text. You can also run the ‘setup.exe’
program, it may ask you to run in compatibility
mode.

Press the ‘Next > button and you will see the
following screen which will allow you to install the
software where you want it installed.

You will then get a ‘Confirm Installation’ screen
that will let you know everything is ready to
install. Just select ‘Next > to install the software.

|§— Contactless Cards Management System[Access Control & Att...

Welcome to the Contactless Cards Management A
System[Access Control & Attendance] V6.9 Setu... )

The installer will guide you through the steps required to install Contactless Cards Management
System[&ccess Control & Attendance] V6.9 on your computer.

WARNING: This computer program is protected by copyright law and intemational treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Cancel Back

i’rgl- Contactless Cards Management System[Access Control & Att... — X

Select Installation Folder A

The installer will install Contactless Cards Management System[&ccess Control & Attendance] V6.9
to the following folder.

To install in this folder, click “Next". To install to a different folder, enter it below or click "Browse".

Folder:
CAICCardy

Browse...

Disk Cost...

Install Contactless Cards Management System[Access Control & Attendance] V6.9 for yourself, or
for anyone who uses this computer:

(® Everyone
O Just me

Cancel < Back

jig Contactless Cards Management System[Access Control & Att... — X

Confirm Installation [
)

The installer is ready to install Contactless Cards Management System[Access Control & Attendance)
6.9 on your computer.

Click "Next" to start the installation.

Cancel < Back

Next you will see the following screen below to the left to let you know that you are now installing the
software and once competed, you will see the screen below to the right.
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jie Contactless Cards Management System[Access Control & Att... — X jie Contactless Cards Management System[Access Control & Att...

Installing Contactless Cards Management (e Installation Complete o
System[Access Control & Attendance] V... =) Y
Contactless Cards Management System[Access Control & Attendance] V6.9 is being installed. | Contactless Cards Management System[Access Control & Attendance] VE.9 has been successfully
| installed.
[Flcamr Click "Close" to exit.

Please use Windows Update to check for any critical updates to the .NET Framework.

< Back Next > Cancel < Back

=03

—
You will also see the following icon displayed on your computer screen cmavs which will be a shortcut
for starting the program. If you want to delete the program from your computer, then you would need
to go into your control panel and remove the program. We now have loaded a copy of the operating

software on our computer, let's get started.

Register Software

First download the ‘Controller.zip’ file from our website. Unzip the files and remember where you put
them because you need them later to install the operating software.

*® Contactless Cards Management System V6.9

Basic Configure  Access Control  Basic Operate  One Card MultiFunc  Tools | Help

&~ Basic Configure -

R Controllers 2 - A _ fl About.. T

- .d% Departments Check Adjust Time Upload Remote Open Monitor Doorstep op Cleg
i} Personnel i

I Lost Card Register [Select many doors by CTRL + Left Click] Manual

=~  Access Control L

. .5 Access Privilege = 1 System Characteristic
_ Basic Operate [II
..z Console 11

Once you select About, you will see the following
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In order to fill out this correctly, enter the
following:

e Company Name: does not matter what is
entered here

e Building Company: does not mater what is
entered here

e Register Code: you must enter 2004’

Then press the OK button, and your done.

Contactless Cards Management System V6.9

Version: 6.9.21.18353
Database Version: 33

Register

Company Name I

Building Company: I

Register Code: |

0K Exit

Now that the software is installed properly, let’s

Jtd}
Management

click the eneves jcon to run the Access Control &
Attendance V6.9 software.

The first screen you will see is the login screen. It
will open as pictured to the right of this text and
let you Login to the Access Control Software.

By default, the username is ‘abc’, the password is
123", It is normally recommended that you
change this once you have configured the
system.

Once you first login, the screen will display a basic
guide. If you do not have the experience, or this is
your first time setting up the system, just ‘Close
Guide’ for now it is more useful once the system
has been fully installed. This guide will give you
the main functions needed to quickly operate the
system once configured.

-

User Namea: |abc

Password: |™

oK | Bt |

Basic Configure Access Lontrol

= € Baso Contpure

Cortrodeny
e Depaimenty
QU Penorvel
Lont Cavd Repmier
Access Cortml
D Access Prdlege
Basc Qpevate

Coredke
g Oech

At Trwe
- Uphoad

Vorew
b Dowrdosd
851 Query Cand Reconts
Ove Covd MAF e
Merderce

Contactiens Cands Management Syitem V6.9

Basic Operate  One Card MubiFunc

Eelp
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After closing the ‘basic guide’, the operation
windows menu is as follows.

Bacic Configure Accmss Lontrol

S . YT -
" Dotrsies ™
‘Ol h‘dsCutd--
{ 42 2Veat Controler e
8 dAmaddCes. P
D & UpdanPriviiege
-~ £ Uphond
B9 6 Morvr
T 7 ODownices
| 8 8 Guery Records |

Dot Dasplay
r Hex! Time Stant

P Oose Gude

Part 3 Adding and Editing Basic Information

Add Departmental Information

S Contactless Cards Management System V6.9 —

should look as follows with a ‘New € Depotne Now Doparinnt Now Sochon Bt Dolets Tefosh
.Acoess Control Sales

may also create a specific Department 25 Consde
M Upload

First you must select the ‘Departments’
] H H 7 H Basic Configure  Access Control  Basic Operate  One Card MultiFunc  Tools  Hel,
from the ‘Basic Configure’ Menu option. It S iipere Shelosuiive o et
Engineering
H . . Lost Card Register SSall New Department
Department’ window being displayed. You o poma iy
2- Basic Operate
21 et T
name of your choosing )t Tme
B s “

E1 Query Card Records
=] One Card MultiFunc
Attendance

 Contactless Cards Management System V6.9 -

Once you have entered all the Departments,
you can make Sections in each department
if you wish by highlighting the department
and clicking on the ‘New Section’ option.
You may also create a specific Section name
of your choosing.

Basic Configure  Access Control

Basic Operate  One Card MultiFunc ~ Tools  Help

=~ Access Control
1..5@ Access Privilege
- Basic Operate

. Console
. Check
71 Adjust Time
Upload
Monitor
3l Download
¥ Query Card Records
. One Card MultiFunc
Attendance

=] . Basic Configure T i S K Bl
i Controllers - s -
D New Department New Section Edit Delete Refresh
i} Personnel T Engineering
Lost Card Register fon Operations

L Sales
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This will look as:

asic Configure  Access Control  Basic Operate  One Card MultiFunc  Tools  Help

o

=] Basic Configure ] dhy S X Bl
Controllers - - - )
De New Department New Section Edit Delete Refresh
. Personnel
Lost Card Register = Operations
= Access Control Shipping
= Access Priviege Sales
S} Basic Operate
2z Console
Check
[71 Adjust Time
M Upload

Monitor
7: Download
&1 Query Card Records
=] One Card MultiFunc
Attendance

Add and Edit a Card Holders

First you must select the ‘Departments’ from the ‘Basic Configure’ Menu option. It should look as
follows with a ‘New Department’ window being displayed. You may also create a specific Department

name of your choosing

:* Contactless Cards Management System V6.9

Basic Configure  Access Control  Basic Operate  One Card MultiFunc  Tools  Help

- Basic Configure o B B DY i R = 4

R Controllers ) o : - )

.48 Departments Details New Edit Delete Add By Reader Print Export To Excel Batch Update Find

- 6 Pnel 5 Personnel

= Lost Card Register I
Bl Access Control No. \Worker No. | Name Card ID Department vA:‘ﬂendance v/ipcess

. .5 Access Privilege

=~  Basic Operate

o Console

S8 Check

-] Adjust Time

..... - Upload

Monitor

: Download

&1 Query Card Records

- One Card MultiFunc
-  Attendance

In order to add new Personnel, you must click on the ‘New’ icon. You can continue adding cards by
once filled out, select the ‘Add’ button, this will increment to the next card holder. You may also choose
to add card holders by selecting ‘Add By Reader’ button to enroll by using any connected reader and

‘reading’ the credential into the system.
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Note: It is important to change the default ‘Deactivate’ date beyond the year 2020 or you will receive
a Time Zone error when trying credentials and the credential(s) will not be allowed access until
corrected. To correct it - under ‘BASIC OPERATE’ click on the ‘Check’: icon to verify proper setup. Once
here, click on ‘Select All'and then click on ‘Check’. If incorrect a ‘Time-Zone' error will occur. To correct
this, go to ‘Basic Configure’ then go to ‘Personnel’ and click on ‘Batch Upload’, check off ‘Valid Date’ and
apply new year (example, 2030) and hit ‘OK’. Next go to ‘BASIC OPERATE' and click on ‘Upload’, then
click on ‘Select All'and hit ‘OK’. Re-check credentials to confirm access now.

Basic Configure  Access Control  Basic Operate  One Card MultiFunc ~ Tools  Help
=] Eas‘éos:rr:llli‘;e Bl 1 01 X1 3 ® = 4
8 Departments Details New Edit Delete Add By Reader Print ExportToExcel BatchUpdate Find
€ Persomnel Personnel
Lost Card Register =
b Acoes Conol No. Worker No. | Name Card ID Department Atendance [Access Control_[Deaciive
=@ Access Privilege
Bl Basic Operate y card01 1300101 Enginesring v 2 1273172020 12:00:00 AM
\ect ”
3 2/31/2020 12:00:00 AM
Adjust Ti =
g Uplll;ad ™ 4 ) 2/3172020 12:00:00 AM
Monitor 5 Main | Others | 2/31/2020 12:00:00 AM
T3] Download 6 [12/3172020 12:00:00 AM
&1 Query Card Records 7 . ) 273112020 120000 AM
B One Card MutiFunc User No.: [8 CardID: || K A
Attendance * Name: ,7 Department: [—3
* Required WorkerNo: |

[V Attendance

[V Access Control  Deactivate: [2020-12-31 52

Add Cancel

Note: The Card ID consists of the Facility Code + the Card ID, example 01300101 for facility code 13

and ID number 00101

If you want to add a photo, you can just select the ‘Photo’ button, just right of the ‘Card ID". You can
also add other information about the card holder by selecting the ‘Others’ tab, just right of the ‘Main’
tab. The information screen will look as:

=] Basic Configure
Controllers
Departments

& Fersomel

B Access Control
@ Access Privilege
=] Basic Operate
Console
Check
[71 Adjust Time
; Upload
(&) Monitor
7l Download
& Query Card Recorf
B One Card Mutifunc
Attendance

Basic Configure  Access Control

Lost Card Registe

Basic Operate  One Card MultiFunc ~ Tools  Help
[N T R B (5] = 'Y
Main [ Aftendance | Access
Sex: - Corp.: I o =
Nationality: Title: B v v
o v v
Religion: Tech.Grade:
v v
Hometown: Cert. Type: | vl v
Birthday: Cert. ID:
: Socail Insurance [~
Marriage: e
Political: Join Date:
Culture: Leave Date
Work Phone: Email:
Mobile: Addr
Home Phone: PostCode:
En. Name: Note:
OK Cancel
II
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Import Card Holders Information from Excel

In order to Import from an Excel file, you must push the following keys on your keypad to open the
menu: ‘Ctrl + Shift + Q’, you will now, have the ability to Import from Excel.

“ Contactless Cards Management System V6.9 = ] X
Basic Configure  Access Control ~ Basic Operate  One Card MultiFunc  Tools  Help
B~ Basic Corfigure B @ 1 X = & = #h %
Controllers i o - ey x ‘ J
% Departments Details New Edit Delete Add By Reader Print Export To Excel Import From Excel Batch Update Find Card Check
Personnel Personnel
Lost Card Register ™ -
g Access Control No. Worker No. | Name Card ID Department Attendance | Access Control | Deactive
5 Access Privilege
=] Basic Operate 1 card01 1300101 Engineering v v 12/31/2020 12:00:00 AM
g;"sge 2 card02 1300102 Engineering v v 12/31/2020 12:00:00 AM
ecl Cp— -00-
B > I N L = N N 12512020 120000 A
- Upload 4 card04 1300104 Engineering v v 12/31/2020 12:00:00 AM
Monitor 5 card05 1300105 Engineering v v 12/31/2020 12:00:00 AM
ﬁl Download 6 old card 1500005 Engineering v v 12/31/2020 12:00:00 AM
Ef2 Query Card Records 7 old card2 1301005 Engineering v v 12/3172020 12:00:00 AM

= One Card MultiFunc
Attendance

If you want to use an Excel template for importing customer’s information, just edit the document
called ‘userinfo.xls" located on your computer directory where the program was installed. Example:
‘C:\iCCard'. A sample of the information needed for loading card users in Excel are:

Worker No. Name Card ID Department
car01 emxtest01 1301005 Engineering
car02 emxtest02 1500005 Engineering

Once you have completed editing all card holders, you can also Export then to an Excel file for later
editing.

Your organization can prevent material or information robbery, by limiting / supervising the access to all
or part of your facility (lab, computer room, or storage areas) to authorized persons, during specific time
periods.

Smart multi-technology controllers, linked to advance identification systems, are programmed to control
"who is going where and when". Each person is equipped with a personalized card or

another ID that controls access.

When a badge holder needs permission to access a particular area, the information is relayed

EMX Industries, Inc. Tech support: 216-518-9889 11/38
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from the reader to the controller. The controller either grants or refuses access according to the

parameters defined (access levels, time zones, etc.) The operations are then sent to the

PC and listed in the backlog and the journal.

Access control parameters are mainly defined in the ‘Parameter’ section of the application.

Hardware Configuration

The first thing you should do is to turn off your firewall for a few minutes.

Then you must select the ‘Controllers’ from the ‘Basic Configure’ Menu option. It should look as pictured

on the next page below this text.

Click on the Search.Net icon, this will search for
your controller. Once you get the popup window
as seen below, click on the Search icon on the
bottom of the window. You should then see your
controller information as pictured to the right.

P iddress
3000

You can view this information on the controller
by highlighting the controller and clicking on the
IP Edit icon, as shown to the right. You can now
edit the information or just close the window by
clicking on the Exit icon.

In order to add new Controller, you must click on
the ‘New' icon. You will see the popup to the
below right (Add Controller).

The product S/N, (each controller has a serial
number) just check on the PCB's label S/N:*****
of the controller . This number will go into the
box labeled ‘“*SN’

Cormoler SN

ML sddress

P Aadress

i

0574701C8.0)

Scbeet Mask |

Defact Gatenay

oK

Note: If you insert the incorrect serial number, it
will cause the software not to communicate with
the controller. Also, to setup the controller as a
‘Small Network’, see example below.
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Connecting EMX Defender as Small Network

If you want to configure your controller
for a Medium to Large Network. Skip the
below setup for a small network and
proceed to the next Heading of
Connecting EMX Defender as Medium to
Large Network Appliance below.

Under “Description” you may choose to
Create a specific name to identify the
controller

Cancel

Next>> I

Basic Configure  Access Control  Basic Operate  One Card Multifunc  Tools  Help
=] Basic Configure @y P K - IS
Controllers - -
% b New Edit Delete Upload Print Search Nt
# Personnel Controllers
e gt Card Regiter Controller # | SN Description Active | Channel type | Note
=2 Access Priviege > O N S -
S} Basic Operate
=z Console
Check Edit Controller
[71 Adjust Time
M Upload General Information
(=) Monitor ,ﬁ
% Download “Controller #: |1 € Serial Port|cOM1
& Query Card Records - 52177 " Small Network(In the same network)
- One Card Mutifunc S
Attendance Description: |main € Medium or large network, or internet
Active [V * Required, must be unique

Now you can click the Next icon and you
will see the following window.

Once you hit the OK icon you are ready
to configure the controller with IDs'.

Here you may also choose to modify the
names of the “Reader Configuration” by
adding descriptive text under the
‘Position’ rows, such as ‘In - Main Door’
or ‘Exit - Main Door’, etc.

=2
Basic Configure  Access Control  Basic Operate  One Card Multifunc ~ Tools  Help
Bl Basic Configure o1 01 A1 ™ m
Controllers -
<5 D New Edit Delete Upload Print Search .Net
. Personnel ) Controllers
& Acc:::tcii;dmflegmer Controller # SN Description Active |Channel type | Note
@ Access Privilege
B~ Basic Operate
Console
A %ﬁ‘:‘ Time Configuration
# Upload Door Configuration
Monitor Door No. | Description Control State Open Delay(Sec) |Active
ﬂ gz:’;"’ca:d Records Y[ Door Controlled 3 v
5 One Cord MufiFunc 2 |12 Door Controlled |3 v
Attendance
Reader Configuration
Description | Position Attendance
» RiA v
R1-B Exit v
R2-A In v/
R2-B Exit v/
L |
Operation | Doorstep ‘ 4 | ﬂ |
Super Managerabc ~ |Ver: 6.9.21 0. 2019-04-09 16:55:13

Note: Remember to turn ON your Firewall when done.
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Connecting EMX Defender as Medium to Large Network Appliance

First thing you should is go into your network settings as shown below and make sure to verify and set
the IP address, so you will know what you should set the controller address to.

Networking  Sharing General

Connect using: You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
[ Reattek PCle GbE Family Controller for the appropriate IP settings.

Conaie: (O Obtain an IP address automatically
he following i :
This connection uses the following items @ Use the following IP address:
I B3 Client for Microsoft Networks "
lE‘File and Printer Sharing for Microsoft Networks TP address: 192.165. 0 .98
@l %3QoS Packet Scheduler Subnet mask: 255 .255.255. 0
4 Intemet Protocol Version 4 (TCP/IPv4)
[ 4 Microsoft Network Adapter Muttiplexor Protocol Default gateway: 192.188. 0 . 1
W 4 Microsoft LLDP Protocol Driver
. Intemet Protocol Version 6 (TCP/IPv6) v Obtain DNS server address automatically
< > (® Use the following DNS server addresses:
Install.. ninsta Propetties Preferred DNS server:
Description

Alternate DNS server:

|

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

[Jvalidate settings upon exit Advanced...

OK Cancel OK Cancel

Above is an ‘example’ so remember your
settings when you go to setting up the
controller’'s address. Once you have this
setup, you can close out the windows .
showing the information. Moving forward,
you may have to shut down the firewall
temporarily in order to add the network Product SN M P iddess
appliance. Note: You may also have to TR B

shut off your Wi-Fi on your computer.

NLT Donce

Now go into you controller software and
search for networks ‘Search Net' ICON.
The following may be displayed:

EMX Industries, Inc. Tech support: 216-518-9889 14/38
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Select the ‘Edit' ICON and enter you IP
information for the controller, remember
do not use the same IP address as your
system. The ‘example’ is to set your IP
address to 192.168.0.99 and then the
controller could be set to 192.168.0.89.
Now save your settings by selecting the
‘Ok’ ICON.

Product SN L

P aszess
54648086 1RIEOD

vt [T
lla‘(.ﬂ’.u [—
Pissess TRWIOD
N
O Gaewmy [ETRET
oy

o« | _Cwcu |

Por [0

After you close the window, you can now
add a new controller by selecting the ‘New'
ICON. As you can see below, you select the
Medium or Large Network, or Internet
option.

Enter all your information for this
controller and not your IP address again
and serial number on the controller.

After you have entered all your info, select
the ‘Next’' ICON and edit your door
configuration.

-

Bavc Configere  Access Contrel  Basic Operate  OmeCard MubsFune  Took  Help

Rasc Corfgre o N Xy - "
New Gt Osiete Uplcad Priet Search Net
q 'lna:nd Cortrcilers
Lom Cors Raguter Controller 8§ SN Descrition Actve  Chareel type  Note
D cces Prviege 4
E Basc Operste
Caracle
ek
Mgt T
* Upload
sw Gereral Information
Dowrioa C Seniad Port  [oOM -
10y G “Cortrelier 5 |1 e
o-:-ah < ]'—g“v " Serall Network{in e same network)
3 ordar
Wr"‘"— % Mackum o laoge retwork. or inteemat
e W * Regueed. must be umaue w 152163089 m,l-ma.
Noo> | | ool |

Note: Remember to turn ON your Firewall and Wi-Fi when done.
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Access Privileges

First you must select the ‘Access Privilege’

|
from the lAcceSS COntrol’ Menu Optlon. It asic Configure  Access Control Basic Operate  One Card MultiFunc  Tools  Help
. . . Basic Configure i < - ] Ty
should look as pictured to the right of this § Cnolen L U
. Personnel Access Privileges [By Doors]

text. This feature may also be used to add, s CanReger || Ty s Cara 0
. .
delete or restrict a user and access points o Eescopee
either allowed or disallowed for one or QE‘;:T
more users. B Do
£:1 Query Card Records
=] One Card MultiFunc
Atendance

0o

m

You will now select by clicking on the o @ R A
Change Privileges icon, you will see the —
Door User Card D

window to the right of this text. For the
Optional Users screen you may select one
or more users using the Right single arrow Onpommrt AL -]

button, and to select all users, use the nclibihiindibelion —
Right double arrow button.

You may use a reverse process to remove
Users or Doors during this process.

Otonat Cocrs Setaciad Cocrs Permit selocted users Permit selocted users

r Seough selected doors Srouch selected doors
E—— ) P © b
|
Probbis selected weers Probbs selected wsers
P | Brough selected doors Brough selected doors
wedste wnte § upioed
<] o e
<«
Copy Prrveges Ext

You will now select card holders and doors »
by either selecting individual Users for
. Boegariment: [AD =] L
each door, or just copy all Uses for all ot wroce i o 1
doors as pictured below. For the Optional o 8 = ST i
=k
Doors screen you may §e|ect one or more A B s
doors using the Right single arrow button, e
and to select all doors, use the Right
Optional Doors: Selected Doors: Permit selected users Permit selected users
double arrow button. i Jmgm || g
Prohibit selected users Prohibit selected users.
et s
Copy Privileges Exit
EMX Industries, Inc. Tech support: 216-518-9889 16/38
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Once you have the Users and Doors selected you will need to do the following:

Permit selected users
through selected doors:

(V] update After you click this button, then the selected users will be assigned to the selected

doors. This information will be saved into the software’'s database.

Permit selected users
through selected doors:

@ RS Atter you click this button, then the selected users will be assigned to the selected

doors. This information will be uploaded to the controller’s firmware's database.

Prohibit selected users
through selected doors:

-] i After you click this button, then the selected users will be deleted from the selected

doors. This information will be saved into the software’'s database.

Prohibit selected users
through selected doors:

@ W Ewed o after you click this button, then the selected users will be deleted from the selected
doors. This information will be uploaded to the controller’s firmware's database.
Copy Privileges
If user A and the user B have the same privileges, we can copy user A’s privileges

to user B. This can be seen below.

ps

s

e A

I :"mm_
g 16 copied to e privileges of the foilowed sers
)

o

- 5

Once these steps have been completed, you will see the following popup window.

* Contactless Cards Management System V6.9

5]

asic Configure  Access Control Basic Operate  One Card Multifunc  Tools  Help

= Basic Configure 74 2 -~ =
Controllers % ot o 2 £ 4
24 D By Doors By Users Change Privileges Upload Print Export To EXCEL Query
it Pers%'\nelﬂ Access Privileges [By Users]
Lost Card Register
o Access Control Department User Card ID Door
ﬁ Access Privilege
= Basic Operate ) E d gcard01 1300101 1-1
Eﬁnszle ! 1300102 |11
ecl =
1 Adiust Time 1300103 |1-1
A Upload 1300104 11
Monitor 1300105 [1-1
ﬁ Download
& Query Card Records
=] One Card MultiFunc
Attendance
EMX Industries, Inc. Tech support: 216-518-9889 17/38
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Rename Door

You can rename the doors by selecting ‘Console’
from the ‘Basic Operate’ Menu option. It should
look as pictured to the below of this text. Once in
the window, right click your mouse on the door
and select from the popup window ‘Rename’ and
the following will be observed.

=2

Basic Configure  AccessControl  Basic Operate  One Card Multifunc  Tools  Help

Bl Basic Configure
Cortrollers
463 Departments
# Personnel
Lost Card Register
- Access Control
Access Priviege
B+ Basic Operate
Console
Check
1 Adiust Time
® Upload
Monitor
5 Download
&1 Query Card Records
B One Card Mutifunc
B Aftendance

2 o @ X1 S

Check AdjustTime Upload Monitor Download Realtime download Stop Clean Select All

[Select many doors by CTRL + Left Click]

ERNE

-1 12 Please Input New Name:

Cancel

Set Open Delay

If you again right click you mouse on the door,
you will be able to change your door delay as
shown below

=2

Basic Configure  Access Control  Basic Operate  One Card Multifunc  Tools  Help

B} Basic Configure
Controllers
< Departments
L. Personnel
Lost Card Register
B+, Access Control
= Access Priviege
B}, Basic Operate
Console
Check
1 Adiust Time
; Upload
[ Monitor
T Download
&1 Query Card Records
B}, One Card Mutifunc
G- Atendance

S : e X!
Check Adjust Time Upload Monitor Download Realtime download Stop Clean Select All

[Select many doors by CTRL + Left Click]
11 Gate2

Open Door Delay(Sec). |

Cons

Basic Operation

You are still in the ‘Console’ from the ‘Basic Operate’ window.

Check Controller’s Info

Select the door you want to check first, click on
that door then click the Check icon

at the bottom of the previous page. It will show
the control’s basic information such as the
number of records and privileges, door/gate
state, control state, open delay (sec), etc.

The door/gate status will be displayed as pictured

<
Basic Configure  Access Control  Basic Operate  One Card Multifunc ~ Tools  Help
=}

Basic Configure
?Q Controllers
44 Departments
# Personnel
Lost Card Register
Access Control
=@ Access Priviege
£} Basic Operate
Console
Check
[1 Adust Time
; Upload
[ Monitor
7] Download
&1 Query Card Records
- One Card Mutifunc
Bl Atendance

m

2 B = B B O X g

Check AdjustTime Upload Monitor Download Realtime download Stop Clean Select All

[Select many doors by CTRL + Left Click]

Detail Run Time Info

o s Open Time Description Information

Control State:  Door

Controlled [1-1]Need Upload! [39480]Clock should be 2013-04-09 17.26:
Open Delayisec): 3 72657 . Deioy (500)3.2010.0
Open Delepteec) oumo 17:2657 |1-1 Open-Door Controlled-Delay(sec)3-2019-0
Comm Port SMALL

“Rec.. 0

Piv. 0

—-201904-10 07:29:04[Wed]

Firmware Version: V30

EMX Industries, Inc.
Document No. 10280104 Rev. 1.1

Tech support: 216-518-9889
technical@emxinc.com

18/38




Upload Setting

After you set the access controller's information, e e 1
you must upload the database’ configuration to e - B . I e

i Personnel

access controllers. Select the door you want to b ot s ||ty iy CTL + Lo O
plc=iadll I TN E

Upload first, click on that door then click the " g
Upload icon and the following will be observed. 2 oot

&1 Query Card Records

However, you may also choose “select all” to o v

Atendance

upload to all door/gates at the same time. e i ——

Yo B

m

o i U o S
Monitor
Again, select the door/gate(s) you want to —
Monitor, click on that door then click the Monitor s S

Controllers X
2 Depattments Time Upload Remote Open Monitor Download Realime download Stop Clean Select All

icon. You can see, as the user presents a card ID, R reens e ————

Lost Card Register
B Access Control

if valid they will be displayed in green and if an L e TR [

invalid card ID, they will show up in orange. If a B e
photo was assigned to the ID, the photo will also =

be displayed.

CardID: 1500005

Run Time Info

Time Description Information
Name:
10:01:49  |1-1[39480] Begin Upload.

10:01:50 Upload Configuration Successfully.

Upload Access Privilege Successfully.

s

10:05:09 [1-1 Open-Door Controlled-Delay(sec)3-2013-0

1-1]in] 1308639-card02-Engineering-Allowable Ac
500005-

100529 1-1fin] 1 - -Denied Access-No PRIV

Dept:

Time: 4/11/2019 12:07:36 AM
Addr: 1-1(n

State: Denied Access-No
PRIVILEGE
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Download Database

There are two ways to download the database
from the controller and save it onto the PC. One
method is to select under Basic Operate then the
Console selection, highlight the door / doors you
want to take the info from, then click on the
Download option. Or from the menu bar select
under Basic Operate select the Download option.

After you highlight the doors and pressed the
appropriate icons, you will see the following
window. Later in this document you will be
shown where these files are located and what
you can do with them.

“© Contactless Cards Management System V6.9 =

Basic Configure  Access Control  Basic Operate  One Card Multifunc  Tools  Help

Basic Corfigure ) 0 - W
Cortrolers 4 @ xi
24 Depatments Stop Clean Select All
L. Personnel
Lost Card Register | |[Selex
ontrol

ime Upload Monitor Download Realtime download

ors by CTRL + Left Click

=@ Access Priviege 1
B Basic Operate N
33 Console
AVI]
Check
{1 Adiust Time
* Upload
Moritor Detail Run Time Info
O o Rocords Time |Description Information
- One Card MutiFunc
@ Aftendance

121658 | AVI[52177] Begin Getting Records.
12:16:58  |AVI[52177] Begin Getting Records.
121658 Download Completely. The total is 5

Locate

While in the Basic Operate, Console mode and
running Realtime Download, if you right click on
the door, a popup window will appear with the
option to Locate Personnel. This will give you the
last door that person was at and for how long.

“ Contactless Cards Management System V6.9

Basic Configure ~ Access Control  Basic Operate  One Card Multifunc  Tools  Help
2 1 or =] e X1 U

Check AdjustTime Upload Monitor Download Realtime download Stop Clean Select All

Bl Basic Configure
Controllers
284 Departments
. Personnel
Lost Card Register
B Access Control
=@ Access Privilege
=] Basic Operate

Department:|(ALL) ~
Console

Check User: [card01-1300101 -l

[1 Adust Time
Close

- Upload

o [

71 Download

&2 Query Card Records Engineering card01 CardNo 1300101 WorkNo
B One Card MutiFunc
Attendance

[Select many df .o

EE

2015-01-14 11:08:24 EnterInto  AVI

Detail Dont Go OFf |
on
Stay: THourls) 17Minute(s) F

or Controlled-Del:

[[122221 [AVI52177Total Records 0
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Persons Inside

While still in the Realtime download, Select the
door first and then Right Click, and another
option for the pop-up menu would be the Person
Inside, select this Persons Inside option, it will
show in another window, the Persons Inside what
door. As you can see from the image, it shows
what card holder is in a department.

[Select m

AVl

Detail

n = B8 B e Xt g

Check AdjustTime Upload Monitor Download Realtime download Stop Clean Select All

rs by CTRL + Left Click]

Persons Inside the Door

L = g =4 el

Query Print Export To Excel SaveLayout Restore Defauit Layout Close
Query inthe 1= Dayls)  Adar |7

Personaloside: [
Outside: 1

I~ AutoRefresh. Cycle: [10 = Sec

Enter n Detail | Outsice |

Enter In Detail
Department Consumer No. \Worker No. Users Door Date time
» |Engineering 3 card03 AVI 1/14/2019 12:17:02 PM
4 card04 AVI 1/14/2019 12:16:50 PM
1 card01 AVI 1/14/2019 11:08:24 AM
5 card05 AVI 1/14/2019 11:07:50 AM
. I

Query Records

example of the database items recorded earlier.

This option will display the database you downloaded earlier from the controller. Under the Basic
Operate menu, click on the Query Card Records from the menu bar. The following window is an

“*® Contactless Cards Management System V6.9 - [m] X
Basic Configure  Access Control  Basic Operate  One Card Multifunc  Tools  Help
B Basic Configure Bt =
Controllers - =
2 Departments Query Print Export ToExcel SaveLayout Restore Default Layout
. Personnel
Lost Card Register FROM:[Last 100 ] [20130114 =] [1200:00aM = Addr: [ (ALL)
B Access Control AVI[in]
=0 Access Privilege To:[Last Event ~| 0150114 <] [11:5959PM = AVI[Exit
£ Basic Operate
Console Department: [(ALL) ~| User:[(ALD) ~|
Check
[1 Adust Time Card Records
ai‘::; D Card ID Worker No. Users Department Date/Time Address 4
T Download
Query Card Records | (B |42 1300103 card03 Engineering 142019 1217:02P | AVI[in]
B One Card MutiFunc 2 1300103 card03 Engineering 1142019 T217:00P | AVI[in]
Attendance i 1301005 17142019 121656 P | AVI[in]
0 1500005 17142019 121654 P | AVI[in]
3 1300104 card04 Engineering 17142019 12:1650P | AVI[in]
3 1500005 17142019 11:0828A | AVI[in]
37 1300101 card0i Engineering 142019 110824 A | AVI[in]
% 1300105 card05 Engineering 7142019 TT0750A | AVI[in]
3% 1300101 card0i Engineering 142019 110746 A | AVI[in]
u 1300105 card05 Engineering 142019 110614 A | AVI[in]
3 1300225 7142019 T1:06:10A | AVI[in]
2 1300101 card0i Engineering 17142019 110606 A | AVI[in]
3 1300101 card0i Engineering 7142019 TT:0052A | AVI[in] B
0 1300225 17142019 1054124 | AVI[in]
2 1300105 card05 Enginesring 171472019 105406 A |AVI[in]
2 1300105 card05 Engineering 111412019 9:44:08 AM | AVI[in]
27 1300105 card05 Engineering 11102019 9:22:34 AM_|AVIlin]
2% 1300104 card04 Enginesring 111012019 9:22.30 AM_|AVIlin]
2 1300103 card03 Enginesring 11072018 92226 AM_|AVI[in]
2 1300102 card02 Enginesring 1107201892222 AM | AVI[in]
2 1300101 card0i Enginesring 11102019 9:22:16 AM | AVIlin]
2 1500005 11102019 9:22:14 AM | AVIlin]
21 1301005 11072019 9:22:08 AM | AVIlin]

You can select individual doors, individual departments, or even individual users.

EMX Industries, Inc. Tech support: 216-518-9889 21/38
Document No. 10280104 Rev. 1.1 technical@emxinc.com




Lost Card Register

When someone has lost his or her card, you can
delete the old card, and then reissue a new card
by using this option. The steps are as follows:

Select from the Basic Configure menu, select the
Lost Card Register as seen below

2

sic Configure  Access Control  Basic Operate  One Card Multifunc  Tools  Help
Basic Configure
Controllers
é§ Departments
Personnel

Lost Cand Register
Access Cortrol

=@ Access Priviege N
& Basic Operate Register Lost Cards.

Ba
=}

m

Check
[1 Adiust Time Department: [(ALL) 5
A Upload
Moritor Optional Users
¥ Download
&1 Query Card Records
B One Card MutiFunc H cadoz 1300102 -
@ Aendance 4 card04 1300104 -
5 card05 1300105 -

Lost Card's ID: [1300101

NewCardsD: [
Find (CTRL+F)

OK And Next oK
OK And Upload Close

Operator Management

As you can see from the top menu, there is an option called Tools, click on that and select the Operator
Management option. As you can see from this option, you can add operators, edit operators, delete,

operators and set their passwords.

Change Password

To change operator’s password. This function will
change your passwords. As you can see from the
top menu, there is an option called Tools, click on
that and select the Change Password. Kind of
self-explanatory, just enter the old password,
then enter your new password and confirm.
Remember your passwords.

=3
Basic Configure  Access Control  Basic Operate  One Card Multifunc  Tools  Help
E-€¥ Basic Corfigure
J Controllers
“%¥ Departments
L Personnel
Lost Card Register

B Access Control
=@ Access Priviege

B Basic Operate Old Password: ||
ﬁ Consale New Password:

Check

Change Password

[/1 Adjust Time Confirm New Password:
Upload
Monitor
T Download
&1 Query Card Records OK Cancel

=] One Card MultiFunc
Attendance
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DB Compact/Repair

If you have issues with the user database, this

function will repair it. Select the option under S e

Tools, DB Compact/Repair.

Decatmerts
Q. Persorrel

Access Cortrd

el

Anerdance

Lot Card Regater

"0 Access Peviege

651 Query Cand Reconds
One Cart MbFune

ccess Sontrol  Bask Qperate  OmeCard MsitFunc  Jooks Melp

B Operator Management

o t 1 -3 W ”
Add EstOpersir Delete Set Password Devovvent Do Close
Nove Provege

(e | Super Marager

Interface Locked

If the operator is afraid that someone will operate
the software after she or he has left, they can lock 9 ol
the interface, the application will run as normal, b Ao
then they can unlock when return.

Select the option under Tools, Interface Locked. B Dot
After he or she comes back, he or she inputs the i
password and continue working

0

Basic Configure

i Personnel
Lost Card Register

=@ Access Privilege
{ =€ Basic Operate
Console
| Check
[1 Adust Time

&1 Qu
=] One Card MuttiFunc

asic Configure  Access Control  Basic Operate  One Card Multifunc  Tools  Help

Basic Func |
[V Access Control I” Patrol I™ Other Shift I™ Const Meal
Environment
@ Office € House W English I~ Mf& I~ %48
Auto Login
I Auto Login I Auto Login and Monitor
™ Minimized ™ Auto Login and Realtime Data Collection.
I~ Monitoring New Record and Beeper ¥ backup access database before quit
Directory For Backup: | Browse

0K Cancel
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Software Extended Features

Look for the ‘Tools’ option on the top of the software window, when you click on it, the ‘Extended
Functions’ will be available to select.

[tools] << [Extended Functions]

Tools I Help

Change Password

Operator Management

DB Compact/Repair

Extended Functions

Option

Periodically upload users’ privilege
Interface Locked

When you select this option from the menu, you will then need to enter the password in order to
unlock the features. The password is ‘5678’

@Please Input Password: = IDlél

y

*DISCLAIMER*

Note: Care must be taken with the following Functions and Features of this section as they are not supported by EMX
for any technical assistance. These functions are being offered to you as a ‘use at your own risk’ option as they are
complicated Access Control features and should only be used by highly experienced installer/integrators.

The extended function option tabs are:

Events
Interface
Normal
Advanced
Others

vk wN e
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o

Event | Interface | Normal

Extended Functions List

Event Interface | Normal | Advanced | Others

Event | Interfface  Normal | Advanced

Active Description
» Save Button Operation History
Record alarm & failure
Log Query

Door Status With Door Sensor

Extended Functions List
Active | Description

13 Multi-level operator privileges
Display Patrol
Don't Display Access Control
Don't Display Attendance
Display Other Shift Schedule
Monitoring Map
Camera Monitoring
Active Const Meal
Active Meeting Sign

OK Cancel

Event | Interface | Normal Advanced

Extended Functions List
Active Description
13 Timing auto-operation management
Anti Pass Back
InterLock

Activate multi-card access
First Card Open
Active Check Access Inside

OK Cancel

*DISCLAIMER*

OK Cancel

ol

Event | Interface Advanced  Others

Extended Functions List
Active Description
Activate Time Profile
emote Control Openning Door
Set Door State(NO/NC/ONLINE)
Access Keypad
Supervisor PIN
Peripheral Control

Extended Functions List
Active Description
» Timing Download
Don't backup database before quit
Multi-card exit when multi-card entry
Periodically Upload Privilege
Open By Inputing **Card*PINZ"
Force password valid after swiping registered card

OK Cancel

OK Cancel

Note: Most of the following features and functions on the following pages are normally used for
complex access control systems that will not be used by the everyday site and/or user. Although
this manual will help work with some of the more commonly used functions, this portion of the
product is not supported by EMX for any technical issues. The stated purpose of this product and
this software was to offer a simple door/gate control product that is low cost.
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Remote control, Open Gate/Door via TCP/IP

and you want to allow them inside.

open any door by way of a mouse click.

el

Event

Interface

If you want to open the gate or unlock a door manually using the control software, then you would
need to set this function. This is useful when someone needs to enter and does not have a card or tag

[Extended Functions] << [Normal] << [Remote Control Opening Door]

When you select this feature as seen in the picture to the right, and click on the OK button, you will
be asked to restart the program. Once you re-log into the program, you will now have the option to

Normal | Advanced | Others

Active

Update Successfully. Please exit and restart the software.
Do you want to restart now?

Yes No

Extended Functions List

i Remote Control Openning Door

Description
Activate Time Profile

Set Door State(NO/NC/ONLINE)
Access Keypad

Supervisor PIN
Peripheral Control

oK Cancel

=2

Basic Configure  Access Control Basic Operate  One Card Multifunc  Tools Help

=] Basic Configure
Controllers

s¢# Departments

i1 Personnel
Lost Card Register

Access Control

L B o~ 4 B 8B

Check Adjust Time Upload Remote Open Monitor

[Select many doors by CTRL + Left Click]

0|

Download Realtime download

% &

Stop Clean Select All

@ Access Privilege

Basic Operate
Console
Check

[-1 Adiust Time

; Upload

&8 Monitor

ﬁ Download

£/ Query Card Records

One Card MultiFunc
Atendance

[

11

Detail Run Time Info

Time Description

Operation | Doorstep |

Super Manager:abc Ver: 6.9.21

Information

2019-02-21 18:19:22

As you see in the Basic Operate + Console menu, you now have the option to ‘Remote Open'.

[Extended Functions] << [Normal] << [Peripheral control]

EMX Industries, Inc.
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@ Extended Functions

Event I Interface

Advanced | Others |

Extended Functions List I
Active IDescription I
Sy Activate Time Profile
(] Remote Control Openning Door
O Set Door State (NO/NC/ONLINE)
] |Access Keypad
] Supervisor PIN
(] Peripheral Control ]

K | Cancel |

Select Basic Configure << Access Control << Peripheral control

Basic Configure Access Control

=l Basic Configure
Controllers
s¢# Departments
il Personnel
Lost Card Register
= e Access Control
d Access Privilege
[Peripheral Control]

Peripheral Control Extra Circuitboard Hardware Configuration
0K Cancel

Controller #: |2

[® Peripheral Control

Periphersl Control Configuration |

EBX

Triggering reasons of events

Hardware Configuration |

Change Threat Code

Controller o Forced  (Open too Threat| Invalid Card .o

# Open long Code Swiping
e 34082 [m] O O Development; HR;
S 19995 v v VI 2 |Font door:

3 29723 ] [m] [m] storage; meeting:

Change Allowable Open time(Sec)

889988

Default threat code - 889988,
Default allowable open time — 25 seconds.

25

0K

Cancel

sy - [19885 [~ Output for arm

~Terminal block 1

Triggering Source

Triggering Event Types

Output Time Remains (Sec)

~Terminal block 2

| Font door

[~ Terminal block 3

Brene aoor |

Terminal block 4

vl Threat Code
Open too long
fo o

¥ Invalid Card Swip
Fire Alarm

Advanced Options For Output

|V Output remains before the door is closed when Forced Open happens.

r Output remains and lasts in seconds (Qutput Time Remains) before the
door is closed when the door is open too long.

10 B

Options

[V Dutput remains before the door is closed when the door is open too long

10 L

Options

10 =

Options

A
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Password Management

Extended Functions] << [Normal] << [Access Keypad]

Extended Functions

=10x]

Event | Interface  Normal I Advanced | Others

Extended Functions List

Active |Description

(] Activate Time Profile
O Remote Control Openning Door
O Set Door State (NO/HC/ONLINE)
_F Access Keypad
g iSupervisor PIN

L] Peripheral Control

Select Basic Configure<<Access Control<<Password Management

g

Basic Configure Access Control

- . . r PIN Code | Controller’ s Password | Manual Input Password |
= e Basic Configure
Contr 011 ers Reader #/SH Description |Position Activate Keypad ’;'
“H Departments N 5 50878 Ri-A neeting roon[in] O
| 6 50879 R1-B meeting room[out] [m]
P 1
'1. ersonne || T 15041 Ri-A development [in] vI
LOSt Card Re gi ster | 8 15041 R1-B development [out]
I 3117229 Ri-A Front door[in]
(=] Access Control N 32 17229 Ri-B Front door [out]
ﬁ@ .. | 3534087 Ri-A storage[in] [m]
< d Access Privile £e | 36 34087 R1-B storage[out] [m]
[ FPassword Management | | ] BT e MRLin] O =l

0K | Close I

i
EPass-ozd Nanagement E]@
Activate keypad |PIN Code | Controller’s Password ‘
Personnel
Yo. Worker No.  Name Card ID Department
1 Sali 18016185 Sales No Password
Amber 18013377 Development'Developm || Changed
p 3 Jack 18013699 Customer Services Unchanged
Lily 20755657 Operation Unchanged
Change PIN [Jackl
New Password: l“**"
Confirm Password: lx***x*l
0K I Cancel
The default FPIN is 123456;
Change PIN When PIN=0, the user will access by card without PIN input needed.
0K Close
A
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[Extended Functions] << [Normal] << [Supervisor PIN]

BROTIWE

&

W

Supervisor FIN

@gpassword Management

Activate keypad | PIN Code |Controller’s Password |

=10l

Adapt to:

-

[New Password: I325537 ] * Required, >0 and <999999

Note: Maximum Front door[In]
Front door[Exit]
Development [In]
Development [Exit]
sales[In]

Password List |sales[Exit]

Password Adap%n]

v
-

Add

:[

Front door [In]
Front door [Exit]

Delete I

OK I

[Extended Functions] << [Others] << [Supervisor PIN]

Open By Inputing “*Car d¥PIN#"

@Passwurd Management

Activate keypad | PIN Code l Controller’ s Password

Reader #/SN Description |Position ‘ “E:;‘ﬁ]]i;?;;" FI
I 444015 Rd-A 4#[site] [m]
|| 5 50879 Ri-A meeting room[in] O
| B 50879 R1-B meeting room[out] (]
| 7 15041 Ri-A development [in] vl
w 8 15041 Ri-B development [out]
I 3117229 Ri-A Front door[in]
I 32 17229 R1-B Front door[out]
|| 35 34087 Ri-A storage[in] O
I 3634087 Ri-B storage[out] [m]

OK I
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Anti-Pass-back

[/®extended Functions

Event | Interface | Hormal

Extended Functions List

Active |Descriptiox\

% anti-passback

Anti-passback |

] Timing auto-operation management
] Anti Pass Back

[Extended Functions] << [Advanced] << [Anti-pass back]

Basic Configure Access Control
= Basic Configure
Controllers
o4 Departments
i Personnel
Lost Card Register

EF 3 JAccess Control
3 Access Privilege
| Anti-passback

=1olx|

i Anti-passback |Note

Controller ‘ SHo.
[ 15002
B 34087

]
O
O

Front door;

Development A; sales A;

managerh;

2
3 50000
I8 Anti-passback[15002]

ok |

Cancel |

| Single Door

msection;

Exit I
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Camera Monitoring (IP Only)

[Extended Functions] << [Interface]
<<

[Camera Monitoring]

Event Normal | Advanced | Others

Extended Functions List

Active [Description

Multi-level operator privileges
Display Patrol

Don’ t Display Access Control
Don’ t Display Attendance
Display Other Shift Schedule
Monitoring Map

Oooooon

[

Wi | iCamera Monitoring

Tools | Help

Change Password
Operator Management
DB Compact/Repair
Extended Functions

Option

| | Camera Management [ |

Interface Locked

Select [Tools] << [Camera
Management]

Il Canera Nanagement

EBX

Cameras
Camera Name IP Address
Hew Edit Delete

Readers - Web Camera

Reader Name Camera Name

) Sales[In]
Sales([Exit]

Edit

Set Video IP

Delete Bmp-Video MEiese

To add an IP camera, click ‘New’, as shown:

¥eb Camera Configure

Camera Name: |53195

IP: |192. 168. 168. 123

Hote. : ‘

0K | Cancel

Set the Readers corresponding to the IP
camera

Readers - Web Camera

Reader Name Camera Name

) [Sales[In] [ [Sales
Sales[Exit]

Camera Name:

‘ Select ¥ebCamera
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cess Control Basic Operate One Card MultiFunc Tools Help

2 - B3 2 @ x 9‘2'

Check Adjust Time Upload Monitor Download Realtime download Clean Select All

Camera

Display Photo Compare Window. Select the
Console] << [Camera]

[Select many doors by CTRL + Left Click]

7| 1eas03

If you want to delete snap pictures and video files
[Tools] << [Camera Management] << [Delete Bmp-Video]

If you want to set up video server's IP address, do the following
[Tools] << [Camera Management] << [Set Video IP]

Video IP Edit

014 TP Address: |192.168.168.123

MAC address |

ew IP Address |

Next, input ‘New IP Address’ and re-input
‘Confirmed New IP".

Confirmed New IP |

Subnet Mask [255.255.255.0

Default Gateway I

0K | Cancel |

Information

If you set the Video IP, Successfully, the i) Updste IF Successfully!
. . . \) The Device runs normal after 30 seconds
image on the left will be displayed.
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If the Set Video IP Failed, you will see the

display in the left.

Information

! Connect Failed!
e )

Query Camera View

>l-ue Cenfigere Access Centrol Basic Qperate

[Query Card Records] << [Camera View]

One Card PaltiFene Jools JNelp

= Basie Configure <
& [
Comtrellars ! o
Departaents

§ Perscanel

Quary Priat Expert To Excel Seve Luyout Eestore Default Laysut

= (<4

Yo

Canera View

Lost Card Register
Aceess Ceatrol

>

s [hul Event

il Mir: QL)

I =T :
- BT

=

To [Lul Event

)

D Access Privilage
- Basic Operate
Conzole
Chack

Departaeat

[ =l

(ALL)

Sales(Exit)

- -

Vier

o) Ajust Tine
» pload
Homi tor
Downlead
| Query Cord Records
Ose Cord WlTiVane

Card ID

10016185
18016185

Attandance

-

Photo Compare

Cord Records

Departaent Address

Yorker %o Date/Tine

2008-11-3 16:44:35  Sales(In)

dress Sules(In)

Card No 18016185
L Sharen

Krowp: Sales

Dese Allowable Access
(Time:  2008-11-3 16:45:06

R0 EAL HO3EH EW— 16:45:8

»

T008-113 16.45.06 Sales(in)

Zosa In/Out
cloze
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Attendance Module

The Access Control System activated the Attendance by default. If you want to cancel this function, then do the

following

Normal Shift Configuration

[Extended Functions] << [Interface]
<< [Don't Display Attendance]

@ Extended Functions

Event Interface I Normal | Advanced | Others I

=101x]

Extended Functions List

Active |Description

Multi-level operator privileges

Display Patrol

Don’ t Display Access Control

[ [

IDon’ t Display Attendance

_

Displav Other Shift Schedule

= ~ One Card MultiFunc
=~ Attendance
| Wormal Shift Configuration|
----- Holiday
- Leave/Business Trip
o Marnual Sign In
- Attendance Report

Attendance Normal Shift Configuration

1. Permit arrive late by no more than I 5 3: mins.
2. Arrive late over
3. Permit leave early by no more than I 5 3: mins.

4. Leave early over

S. The last swipe time that is I 60 a: mins later than off-duty

will be taken as overtime.

120 = mins will be taken as absent of IHalf Day vl

120 < mins will be taken as absent of I}{alf Day 'I

(% Two times each day (" Four times each day

Two times
On Duty: | 8:30:00 =+

Off Duty: [17:30:00 =+

EMX Industries, Inc.
Document No. 10280104 Rev. 1.1

Tech support: 216-518-9889
technical@emxinc.com

34/38




Holiday

= One Card MultiFunc

SH i Jittendance]

Holiday

1ft Configuration

Holiday Setup (Only for Normal Shift)

v

Holidays List

Description | Begin End

Hote

2005-05-01 A.M.
2008-10-01 AN

Labor Day
National Day

2008-05-03 F. M.
2008-10-03 .M

Hew Year 2009-01-01 A M. 2009-01-01 .M. 1 .
. . <l Holiday
usiness Irip
Manual Sign In
Attendance Report
List of Days Need to Work
DezeripticnlilBesi End ote
Add Work Day
Del Work Day
(¢ Sat. Rest ( Sat. P.M. Rest ( Sat. fork ¢ Sun. Rest ( Sun. P.M. Rest ( Sun Work
0K Cancel
Basic Configure Access Control Basic Operate One Card MultiFunc Tools Help
= Basic Configure L. 3 )
Controlli‘:; @ =) ¥ Q Ey | 9
a’ﬂ Departments Check | Adjust Time Upload Monitor Download Realtime download Clean Select All
] Personnel

Lost Card Register
- Access Control
@ Access Privilege

Console
ec!
[71 Adjust Time
M Upload

Query Card Records
= One Card MultiFunc
+ Attendance

[Select many doors by CTRL + Left Click]

A
Door State: Open
Control State: Door
Controlled

Open Delay(sec): 3
Controller SN: 34087
Comm Fort : SMALL
—-Rec.: 1116

—=Priv.:

--2008-09-27 17:53:55[Sat]
Firmware Version: vaz

kRO

Run Time Info

Time Deseription Information
17:53:56 |1-1
17:53:57 1-2

Open-Door Controlled-Delay (sec)3-2008-09-27
Open-Door Controlled-Delay (sec)3-2008-09-27
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How do you ‘reset’ a board to factory default?

To restore factory settings: When the software and controller communication are
normal, select the controller that needs to be restored to the factory settings in the
main console, press: Shift+F6 button, enter the extended password: ‘5678, click to
confirm the factory settings

Is It Better to set static IP address to Large Network or Small
Network?

A small LAN does not need to set an IP address, but the setting is also possible. For
a large LAN (cross-network segment), an IP address must be set.

How many Facility Codes can be held and use at same time?

Theoretically, the number of controllers that can be used in the same software is
unlimited.

Is the identification made by the printed Serial Number or by MAC
address?

The controller of the same system (a small/medium network) is identified by the
serial number (SN code)!
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Controller Wiring Diagram

s rane

Iy

{ Door #1 Roader ) E] (Doorwzneader)“:

g

el

0 ¢
g
£
T ANG T Th a0 12y
POWER CECND LY 1% FD GRE B ST IG Y B0 TR D BT I
LY
L& e '
SYS LED blinks whie oR? i
I el 'm o
LED blinkz when o Magectin Link
reciaving valld 1ag data i e
LED blinks when = - Flage
Dafardar has an srvor
o | e
S
LED fums on whan |- Rz (‘B‘Hﬂ
cor g oo i (
acﬁvmsd nsf‘* o
R4
ore I::um
= RELAY-C1 .
o [N e

LED blinks during
wibwrnwd comms

™ (110w

m
. |
RJAL

V3 CNL

LD LG J Qi)

RELAY-CZ 3

Smet2zas’
IC

HELAY-C3 7

RELAY & =

MOLND L LU DR

o3
3

]| { Dacen Ruadie |
L

EMX Reader Wiring
Connection Function
Red 12V+
Black GND
White Wiegand D1
Green Wiegand DO
Brown LED+
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Controller Network Configuration

LAN, local area network
schematic detail drawing.

Network Switch

Control Center

Using LAN network connection it is similar to adding another computer
(or workstation) to your existing internal LAN. Simply plug Defender into network

and you may use virtually any local computer (with Defender software loaded) to
unified local area network Defender system management and control.

WAN, wide area
networking schematic
detail drawing

ASDL MODEM
TRLRY

ASDL MODEM
VLR

no=| Network Switch |
' [, EFEEEEEEH--z] Router

i) i i
() [

Defender TCP/IP Network Controllers
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